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* I'enepanus ICMP-niaketo* * Anosutsiii ARP-kam * * [lepenanpasieHrie KOMMYTHPYEMOTO
cereBoro Tpacuka* *lamm tpacuka* * Cospmaiite cBoit cooctBeHHbI ICMP-maket* +Eme ¢ SpyCop.net u SpyCop.de +bossie ¢
MmoayieM GPRS u Vodafone +I"apanTus Bo3Bpara JeHer B TeueHue AByX JHel +becratheiil popym * MHbekus nakera yCTaHOBKU
* * Nutepdeiic komanaHou crpoku® Uto oxunars: PacketCreator otrpainsier axo-3aripocst ICMP ¢
JMHAMHUYECKOH CKOPOCTHIO, M3MeHsIs LiesieBoi IP-anpec mocine xaxnoro sxo-3amnpoca ICMP. IlepBorit muHr 6yaeT otrpasiieH Ha IP-
aJipec, NCIOJIb30BABIIHICS B ITPOILTHIA pa3, KOTOPBIH, B CBOIO OUepeib, OyAeT MCIIOIb30BaThCs I OTpaBieHus Kema ARP.
[Tpumeuanwe: ecu 6ymeT oOHapykeH HOBHI IP-angpec, mporpaMma co3qacT MUHT Ha STOT HOBBIH ajpec. [Ipy keaHUM BB MOXeTe
BPYUHYIO BBeCTU HOBBII IP-afpec 1uis1 ucnosb3oBanusi. B 3ToM ciiyyae OH He U3MEHUTCS] aBTOMAaTUUYECKH, €CJIU Bbl BDYUHYIO U3MEHUTE
cBoii IP-anpec. 1o caenaHo Ui TOro, YTOOB! BBl MOTJIM 3aIIUTUTH cebst oT oTpasieHnss ICMP npyrum nponeccom Ha Tom xe IP-
anpece. PacketCreator orpaBut ka1 ARP. D1o mmeer To mpenMyInecTBo, YTo IPH OTIIPaBKe IEPBOro pong OyIeT cO3aHa 3alKCh B
xouie ARP. 910 03HavaeT, 4To Bbl CMOXKETE OTIPABJIATH pa3Hble nakeTsl ICMP Ha pasHble XOCTbI B Balllel JIOKAJIbHOM CEeTH.
Hacrpouts otpasnenue ksma ARP MoxHO BpyuHyI0 (PEKOMEHIYETCs) UM U3 KOMaH/AHOW cTpoKu. VIHTepdeiic KoMaHIHOM CTPOKU
OBUT TPOTECTUPOBAH U MO3BOJIUT BaM OTPaBHUTh K31l ARP ofHMM mim HeckosbKUMHA XocTaMd. Takke MOXHO OyIeT MCIOb30BaTh
uHTepdeiic KOMaHJHOW CTPOKH JUlsl IepeHanpaBiieHus Tpacuka B/U3 CIIUCKA XOCTOB. XOCThl OIPEJEIAIOTCS B IapaMeTpe KOMaHAHOI
CTpOKH: XOCT: ONPEAENINTE XOCT, Ha KOTOPHIN HYKHO OTIIPABHUTB 3X0-3a1poc (HOJb Wi 6oibine). [IP-agpec ncrounnka: ykaxure IP-
azipec, ¢ KOTOPOTO BHI OyJeTe OTHpaBisTh NUHT. IP-anpec HasHayeHus: ykaxure IP-agpec, Ha KOTOPHI BB XOTHTE OTIPABUTH MHHT.
Tun: ykaxure Tun nakeros ICMP, KOoTOpbie BBl XOTUTE OTIIPAaBUTh. MaKCHUMaIbHOE KOJUYECTBO XOCTOB, C KOTOPBIX Bbl XOTUTE
oTpaBuTh Kelll ARP, MoxHO onpeenuTs B napamMeTpe KOMaHAHOH cTpoku: KoaM4yecTBo XOCTOB: yKax)UTe MaKCUMaJIbHOE KOJIUYECTBO
XOCTOB, C KOTOPBIX Bbl XO0THTe 0TpaBUTh kel ARP. ITpumep: Jlokanbhblii xoct: 12345: 0-100: O Eciii Bam Hy>kKHO OTIIpaBUTb AECSTh

3aripocoB ICMP Ha necsith XOCTOB,
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CIDSECurity (umu Cyber Security) — 3TO MHCTPYMEHT, TIpeJHA3HAYEHHBIN 17151 0OecriedeHus1 0e30MaCHOCTU CETEBBIX
AJMUHUCTPATOPOB, UCIIOJIb3YIOIIMX U3BECTHOE IPOrpaMMHOe oOecTieueHre s odecrieueHust 6ezonacHoct. OH He
obecrieyrBaeT paclIMpeHHbIe BOSMOKXHOCTH Oe3onacHocTH, Takue Kak IPS, IDS u FW. Dto nporpammuoe obecriedeHre
obecreynT NMpaBUIbHBINA OE30MaCHBIN JOCTYII K CETEBBIM aIMUHICTPATOPaM U 3aLIUTHUT UX C TIOMOIIBIO IPOrPAMMHOTO
obecriedeHust 6e30MaCHOCTH, KOTOPOE OHM yKe UCTIONB3YI0T. CepTH(HKATH, OTKPHITHIE U 3aKPHITHIE KIIOUM TeHEPUPYIOTCS IS
aJIMUHHUCTPATOPOB MHCTPYMEHTOB B KQUECTBE JOCTYIIA 10 YMOIYaHHIO. Bbl MOKeTe M3MEHUTbh HACTPOMKH KJIaBHII BPYUHYIO.
CIDSECurity Omnucanvie: CIDSECurity ajst ceTeBbix anMUHUCTPaTopoB Cisco — 3T0 MHCTpyMeHT Ha 6a3e Windows, KOTOpBIT
MI03BOJISIET CETEBBIM aJMMHUCTPATOPAM IOJIydaTh JOCTYII K CBOUM ycTporictBam Cisco (6panamayapam Cisco,
MapLIpyTHU3aTOpaM, KOMMYTaTopam M T. 1.). TO MOKeT ObITh MHCTPYMEHT, O3BOJISIOIINI CETEBOMY aAMUHUCTPATOPY
KOHTPOJIMPOBATh CETEBOH Tpauk. ITO TaKKe MHCTPYMEHT AJIsl PETMCTPALIM CETEBOro TparKa U OTYETOB O CIydasx
HEMPaBOMEPHOTO UCIIONIB30BaHusA JocTyna. OcHOBHBIE apameTpsl KoHpuryparwu: [P-anpec CIDSECurity amns 3amycka,
Brmouenue pyHkim BGP, BkmoyeHre makeToB mpoBepKH akTUBHOCTH 1 actoTa 3amycka CIDSECurity. CIDSECurity Teneps
sBnsiercst yacTpio makera Cisco «Cisco Secure Desktop». On Haxoautces B MeHio QuickFix B sieBoit yactu pabouero crona. 1ot
WHCTPYMEHT MOXHO 3aITyCTUTh ¢ 64-paspsaHoro KoMisiotepa ¢ Windows 7. Ecrm y Bac 32-pa3psinHas Bepeust Windows,
00X0/IHOH MyTh 3akJiovaercs B 3amycke EnableExe Ha ToM e 32-pa3psigHOM KoMIbloTepe. Bbl Takke MOXKeTe 3aryCTUTh 3TOT
WHCTPYMEHT C 32-pa3psiAHOr0 KOMIThIOTEpa, CKOMMPOBAB (aili .exe B 64-pa3psiHyio BepcHio. DTo ObIIIO MPOTECTUPOBAHO HA
Windows 7 Home Premium, Windows 7 Enterprise u Windows 8 Consumer Preview. CIDSECurity 6ecruiatex s
3aperucTpUPOBAHHBIX M0JIb30BaTENEH. 3aperucTppPOBaHHbIE MT0JIb30BATEIN MOTYT UCIIOIB30BaTh MPOIYKT, HE OECIIOKOSICh O
BXOJIe Ha CepBep JIMIIEH3UI WM OIIaTe KaKMX-J1O0 JIMIEH3MOHHBIX cOopoB. HacTpanBaemas v ipocTasi B UCIOIb30BaHUN
nporpamma CIDSECurity He Tpe6yer U T-noanepxku v npeHa3HaueHa JJisl KCIIOJIb30BAHUS B KAYECTBE FOTOBOM K padore
cucteMbl. Bam He HyKHO 3HaTh, Kak paboraer cuctema oOHapyxkenus Bropxxenuit Cisco (IDS) Ha 6a3e Linux u kak ee
HacTpouTh.BaM He HykHO Kakoe-TOo o0yueHre WM 3HaHue Kakux-1uoo uHctpymeHnTtoB IDS. Cucrema oOHapykeHus
Bropxenuit Cisco (IDS) pa3BepThIBaeTCsi B CETH JJIs1 OOHAPYKEHHsI, PErUCTpaliuy U OJIOKMPOBKH Tpaduka, ConepKaIiero
BpenonocHsie curHatypbl. Cisco Secure Desktop — oaut u3 takux nakero IDS, koTopbiil Ucrofb3yeT TexHojoruio IDS, 4yto6st
TIOMOYb aAMUHHCTpaTopy U fboded4ff2
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