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OTa Bepcus A paboYMX CTAHIIUY BKII0YAET [OMOJIHUTEIbHEIE QYHKIIUY IJIST aiMUHUCTPUPOBAHHUS
IIOYTOBBIX YUYETHHIX 3anuceii. HampuMep, oH nogaepKuBaeT ICEBAOHUMEL 3JIEKTPOHHOM ITOYTH U
MOKeT OBITh HACTPOEH [IJIST TPOBEPKY HOBBIX BXOMSIINX COOOIIEHN 91TEKTPOHHOM ITOYTH B
ornpepeneHHON nanke. CIMCOK MIPUJIOKEHNH HUXKe IPeACcTaBisgeT co0or 001t 0030p MOIE3HBIX
npuioxeHut ¥ QyHkimi. Be6-moura SpamAssassin UHcTpyMeHTH SpamAssassin 0co6eHHO
TI0JIE3HEI, €CJTM MAIIMHY Heo0X0OUMO afallTUPOBATh [JIsS UCIIOJIb30BAHUS B KQUECTBE II0UYTOBOTO
cepBepa. SpamAssassin mpegocTaBsieT MOIIHEIN MeTo 00HapyKeHUs cllaMa. SpamAssassin
paboTtaet, 06beiuHSS camMble 9QPEKTUBHEIE U ITepPeioBble TEXHOJIOTHY B eIUHOe pellleHne, KOTOpoe
TOYHO OTIPedeNseT, IBASETCS JIM MUCbMO CllaMoM uiix HeT. OH UCIONIb3YeT IOTHBIN CIIMCOK
9BPUCTUYECKUX ITPABUII ¥ IIPOBEPOK [IJIsSI OLIEHKH COO0Ie . SpamAssassin B 3HaUUTEIbHON
CTeIleHH IojiaraeTcs Ha 0alieCOBCKYIO (GUIbTPAIINIO, KOTOPAs CTATUCTUYECKU BHIYUCTISIET
BEPOSITHOCTH TOT'0, UTO CO0OIIeHNE ABIsIeTCS criaMoM. CliaM-ITiCbMa MOXKHO 00Y4YUTh, YTOOR
nofo6HbIe THChMa ¢ 60JIbIlel BEPOSITHOCTHIO HOEHTU(PHUIINPOBAINCEH KaK CIlaM B OyIyIIeM.
SpamAssassin uMeeT Ba BCTpOeHHBIX Habopa npasun: Generic u Perl. KpoMme Toro, foCTymHO
MHOKECTBO CTOPOHHMX HaO0OpOB ImpaBuil. MiX MOXKHO 3arpy3uTh B SpamAsSsassin 1 UCIIOIb30BaTh [AJIS
CO3[aHus JIy4Ineld cucTeMbl OJIOKMPOBKY CllaMa. SpamAssassin uMeeT uHTepQerc Ha OCHOBE
KOMaHJHOU CTPOKHU. bonbiasg 4acTe KOHGUTYPALUKU CUCTEMBI IIPOUCXOAUT C TOMOIIBIO IITapaMeTPOB
KOMaHOHOM CTPOKM, TaKUX Kak mapoib SASL. B momnonHeHne KO BCeM HaCTPOMKaM, KOTOPhIe
BBHITIOJIHSAIOTCSA Yepe3 KOMaHHYI0 CTPOKY, SpamAssassin TakxKe NMOoAepK1uBaeT YCTaHOBKY 3HaUeHUU
KOH(purypaiuu dyepe3 ¢aiiyl KoHPurypauuu. SpamAssassin MOKHO HCIIOIb30BaTh [AJ1 HECKOIBKUX
neneii: Kak cuctema ¢punbTpanuu mo4Te SpamAssassin MOXKHO yCTAHOBUTD Ha CYIIECTBYIOMIUM
TIOYTOBHIM cepBep. OH moanepKUBaeT GONMBIIMHCTBO MOMYJISPHBIX TIOYTOBLEIX CEPBEPOB, BKITIOYAs
Sendmail, Postfix u Exim. 9To m0o3BosieT HaCTPOUTh SpamAsSsassin TaKuM 00pa3oM, YTOOBI OH
IefCTBOBAJ Ha BCIO BXOMSIIYIO ITOYTY IJISI 9TOT0 cepBepa. ABTOMaTU4eCKUM PUIbTp COOOIIeHUM
(AMF) SpamAssassin MOKHO HaCTPOUTD IJIS UCIIOIb30BaHUS B KaUYeCTBE aBTOMaTU4YeCKOro GuibTpa
BXOMsIIel MouThH.B 9ToM KoHpuUrypaimu SpamAssassin aBTOMaTA4YeCKHA HauWHaAeT (GUIIbTPOBATh
IIOYTY NIPH ee monydyeHuu. KapauTun cnama IloMelreHne ciaMa Ha KapaHTHH IPegOTBPallaeT
IIOsBJIEHNE CllaMa B Ianke «Bxopgdmue». [ToyTa moMelaeTcsl B KapaHTHH, KOrfa SpamAssassin
OTIpeMesisieT, YTO OIeHKa IOYTHI IPEBHIIIaeT onpeneneHHbH nopor. CoobmuTte Gmail, uTo Takoe
crnaMm Korma SpamAssassin HaCTpoeH Ha UCIob30BaHue Gmail B KauecTBe UCTOUYHUKA, OH MOXKET
HanpsaMyio 106aBisATh Co00IeH s B manky cnama Gmail. Bel Tak:Ke MoXKeTe MONy4uTh 00HOBIEHKE
SpamAssassin
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Het CnamCerogusi! npegocTaBiasgeT OUYeHb MOIITHOE PellleHue I 3allluTH OT CllaMa [IJIg BCeX BallluX
OYTOBBIX KNIMEeHTOB. OH He orpaHnunBaeTcsa Outlook Express unu Thunderbird u unTerpupyercs
IIPAKTUYECKH BO BCe TOMYJISIPHLIE TOYTOBLIE KIUEHTHL. Bbl MoxXkeTe uHTerpupoBaTb NoSpamToday!
CO BCEMH BAIIMMU ITOYTOBEIMU KJIMEHTAMH U MOJTy4alTe 3IEKTPOHHBIE ITHUChMa B ITOYTOBBIN SIIHUK,
TIOJTHOCTBIO CBOOOMHEIN OT crtaMa. He MOBOMBCTBYSICh TONBKO (UIbTPAIIEH 37IEKTPOHHOMN IIOYTHI, BBl
TaK¥Ke MOXkKeTe UCIoIb30BaTh NoSpamToday! B KopriopaTuBHOM cpefie, YTOOH TOMOYb (QUITBTPOBATD



KaMIIaHUM I10 9JIEKTPOHHOU IIOYTE, COJEePKaTh B UMCTOTE CIUCKH, PACIPOCTPaHsIeMble
IIPABUTEILCTBOM, M OJIOKMPOBATH MOYTY M3 CUCTEM, KOTOpPhIe BAM He IpUHaIex)ar. YTo HOBOTO B
stoMm Brinycke: Het CnamCeropnsi! 3.4.1 HoBrle 0cOOeHHOCTH: YNIyUllleHHUS B aHTUBUPYCHOM [BUKKE
Ynyumenuda B gBuxkKe SSL/TLS Yiyuiienus B MexaHu3Me IapCHUHTa 3JI€KTPOHHOU IIOYTE
YnydueHus B MexaHHU3Me IIPOBEPKU 371eKTPOHHOU ouTH NIST P7 u cHATHS OTIIeYaTKOB
VMCTOYHUKOB. YIy4IlleHHS B MeXaHU3Me TeroB ¥ GUIbTPalXU YIYUIIeHNUs B IBUKKE
aBTOKOH(puUrypamnuu Yto HoBoro B Bepcuu 3.4.1: SpamAssassin, MexaHu3M 0aieCOBCKOM (PUIbTPALNH,
MmexaHu3M npoBepku SURBL, MexaHU3M CKaHUPOBaHUS 6€JI0TO CIIMCKa, MEXaHU3M YIIPaBIeHUS
aBTOMaTU4Y€CKUM OeJIbIM CIIMCKOM ¥ MOMAYJb 3aIUTH OT CIlaMa ObIIM YIy4IIeHbl O YCKOPEeHUS
TECTUPOBaHUS U OlleHKU. Bepcus 3.4.1 Obiya BRINyIEHA B OHEe#enbHUK, 18 okTsi06pst 2007 r. 3TO
BBINTYCK C MCIIpaBlieHneM/00CIyKBaHWEM, YTO 03HAYAET, YTO OH YCTPaHSI€eT TOJIbKO OCHOBHEIE
npo6nemsr unu omnOKu. [Tognummuteck Ha BECIIJIATHBIE omoBelrieHus 0 91EKTPOHHOM ITOYTE OT
Daily Star - Gaming ITognucaTicst Criacu60 3a nopnucky CM. yBefoMIeHre 0 KOHGUAEHIINaTbHOCTH
HeBepHbIl afpec 571eKTPOHHOM ITOYTH BO3MOXKHO, HEaBHO CTasio M3BECTHO, 4To Xbox One yBUOUT
HOBYIO CUCTEMY IIJIMTOK, KOTOPas MOXKET PEBOJIIOLIMOHU3UPOBATh TO, KaK IreiiMephl UrpatoT U
B3aMMOIENUCTBYIOT CO CBOUM yCTpoicTBOM. Xbox One, HECOMHEHHO, SIBNsIeTCSI 00Jiee MOIIHOMN
CHCTEMOM BO MHOTHX OTHOIIIEHUSX II0 CPAaBHEHUIO CO CBOMM mpexmecTBeHHUKoM Xbox 360. Kinect —
9TO YHUKaJIbHas TEXHOJIOTHS, KOTOpas UCIOJIb3yeT JaTYUK ITyOHHB ¥ BCTPOEHHBIE KaMePHI [JIs
yIIpaBJIeHUS MOIb30BaTeNeM, 1 Microsoft mpumoxuna Bce ycunusi, 4YTo6sl 00eCIIeUnTh IHUPOKOE
WCIIOJIb30BaHUe 3TUX cucTeM. HecMoTps Ha rpadudecKre BO3MOXKHOCTH KOHCOJIM, HA CaMOM JeJie
3TO He TO, YTO OEeMCTBUTENILHO OTINYAET €€ OT UTPOBLIX KOHCOJIE! IOCIeHEr0 MOKOIEHUS, U
CIIpaBeJINBO CKa3aTh, YTO OMHUM M3 CaMbIX O0IBIINX PaKTOPOB, KOTOPHIE MeIIal0T KOHCOJIbHBIM
UrpaM KOHKYPUPOBATh C TAKUMU UTpaMu, Kak PlayStation u I1K, sBnseTcs Tpou3BOOUTENBHOCTD.
Sony 1 Microsoft HegaBHO Be/ly IIEPETOBOPH C pa3pad0TYUKAMU UT'P C Le/Ibi0 YHUDUKAINH
crienudUKaIXi A1 CBOUX KOHCOJIEH, YTO, KaK Mbl HaJeeMCS, IOBHICUT ITPOU3BOAUTEILHOCTD UTP U
obecnieuut leaed4ebcO
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9TO MPOTrPaMMHBIN CIaM-(GUIIbTD, TPegHa3HAYEHHBIN Oy GUIbTPAIIMK OOJIbIIEH YaCTH/BCETO
BXOJISIIIIETO CTlaMa U [PYTUX HexKelaTellbHBIX CO00IeHNH 37IeKTPOHHOM MTOYTHL 10 TOTO, KaK OHU
IOTIaAyT B IporpaMMHOe oOecriedyeHue OJisl BXOOAIIeH 37IeKTPOHHOM ITOYTH Balllero KOMITbIoTepa
(manpumep, Microsoft Outlook, Thunderbird, MINE...) Her CnamCerogus! paboTtaeT, npuHuMas
POP3-coepunenus yepe3s nopT 110 loopback-uaTtepdeiica Bamero KoMneioTepPa U IepeHanpaBiis
BCe 3ampockl Ha POP3-cepBep Balllero HHTEPHET-IpoBaiifepa. SpamAssassin coueTaeT B cebe caMbie
3¢ eKTUBHEIE U ITePefOBble TEXHOIOTHU 3aLIUTHl OT CllaMa B OOHOM MOIITHOM PeIIeHNH, KOTOpoe
TOYHO OTIPeNeNseT, ABISEeTCS U cooblIeHre crlaMoM UK HeT. OH KCIIOIb3yeT IOJHbIM CIIMCOK
3BPUCTUYECKUX ITPABUI U IPOBEPOK [T OLIEHKU COOOIeHNH. ITa GUIbTPALXs IOTHOCTHIO
aBTOMaTH3UPOBAHA, a IIOPOTH OLIEHKHM CllaMa HacTpauBaioTcs. OH Takxke BKITI0YaeT 0alieCOBCKYIO
GbuIbTPaUXIo U NpeanaraeT MHOXECTBO JONOJIHUTENbHEIX (PYHKINY, TAaKUX KaK IOJIHAsA OTYETHOCTH O
CIIaM-COO0OIIEeHHSIX, OTYETHl O 3aT0JI0OBKaX ¥ MHOTO€ Apyroe. SpamAssassin UCIONIb3yeT CIeAyolre
TECTBl U METOQOHI [JId BHISIBIIEHUS cllaMa: AHAJIM3 3ar0JI0BKa 3J1eKTPOHHOU MOYTH: 3aroj0BKU IIUCEM
CKaHUPYIOTCS Ha Hanu4une HeOOJbIINX HECOOTBETCTBUM, KOTOPHIE MOTYT BHISIBUTH IIOAMIENIKU: faTa
IIKChMa B IIPOLIIOM UK OyAyIeM, mofgeNbHbIe UAeHTU(PUKATOPH COOOIIEHN U TOMY TOL00HOe.
[TpoBepKa KIII0OUEBHIX CJIOB ¥ aHAIU3 TEKCTa: TeJio MIChMa CKaHUPYeTCs Ha Haludne TUIIUYHOTO
cofepiKaHMs CllaMa, TAaKOTr0 KaK CllaM-KJII0YeBhIe CJI0Ba, 3arjaBHble OYKBEL UM NIPUTIAIIeHUS
KYIIUTh UJIU LIEJIKHYTh 4TO-TO. baliecoBcKasa ¢punbrpanus: baliecoBckas GunbTpauus CTaTUCTAUECKU
BBIUUCIISIET BEPOSITHOCTD TOTO, YTO BXOfsIllee CO00IIeHNe IBIsgeTCsS criaMoM. CriaM-TiCchMa MOXKHO
00y4uTh, 4TOOH OJO00HLIE TMCEMa C G0JIbIlIel BEPOSITHOCTHIO HAEHTU(PUIIMPOBAINCEh KaK CIlaM B
oymyueM. Yepnsiii cnucok DNS B peansHoM BpeMmenu (DNSBL, RBL) IIpoBepka: Hcmonb3yooTcs
3ampock! K cepsepaM DNSBL, HampuMep. 4TOOH YBUAETH, OBIJIO JIX MMUCHMO OTIIPABIEHO C U3BECTHOTO
OTKPHITOTO PETPAHCIATOPA ITOYTH MM ITe4aibHO U3BECTHOTO OTIIPABUTES CllaMa. MHOXKeCTBEeHHas
npoBepka SURBL (uepusit ciucok URI crmama B peanbHOM BpeMeHH): CltaMepsl XOTST, YTOOB! BB
HaXkKMMaJlil Ha TUIIEPCCHUIKY, BeAyIIKe Ha UX CaUThI, I03TOMY ITOMCK B 6a3e HJaHHBIX U3BECTHHIX
CalTOB, peKJlaMUPyeMbIX CITaMOM, 0Ka3aJics 04eHb 3()(PeKTUBHLIM [JI BEIIBIEHUS cliaMa.llogo6HO
yepHEIM ciuckaM DNS B peansHoM BpeMen#, npoBepku SURBL (cniucku 6mokupoBku crama URI B
peanbHOM BpeMeHU) OyayT 6710KupoBaTh coobiienusi, comepxkartire URI B Tenme cooOIieHus, KOTOPHIE
CCHIIAIOTCS Ha U3BeCTHHIE Y3kl criaMa. [Toggepxkka SPF (Sender Policy Framework): SPF — sT0
Pa3BUBAIOLINICS CTAHAAPT [AJig 00HApyKEHUS MOAeNbHBIX afgpecoB «OT» B 3JIeKTPOHHBIX ITHAChMaX.
ABTOMaTHYECKOE yIIpaBieHue OeNlbIM CIIMCKOM: ABTOMaTU4eCKU Oefiblil CIMCOK SpamAssassin
(AWL) oTcrnexkuBaeT MHOXKECTBO IIOCTOSTHHBIX KOPPECIIOHIEHTOB, YTOOR aBTOMATUYECKH OMPENENsATh
3aKOHHBIE afjpeca OTIpaBUTENer. besbiil ¥ YepHBIU
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Het CiamCeropHns! nst pabounx CTaHLMM — 3TO ITIePCOHaIbHOE YCTPOUCTBO O0e30nacHOCTU Ha 6a3e
Linux, KoTopoe aBTOMAaTHYECKHM KOHTPOJIHUPYET BXOOSAIINHN TPpapUK 37TeKTPOHHOM IMOYTH [JIT KaXKIOT0
KOMITbIOTEPa, MOJKII04eHHOr0 K cepBepy POP3. OH couyeTaeT B cebe MOIIHYIO CUCTEMY (QHIbTPAIIUU
IOYTH ¢ Hanbomnee 3QpPEeKTUBHLHIMYU U IIEePEIOBLIMH TEXHOJIOTHSIMHY 3alIATH OT CIIaMa B OJHOM
JTUYHOM YCTPOHMCTBE 6€30IaCHOCTH, KOTOPOE MOTHOCTHI0 COBMECTUMO C IPYTUMH PEIIeHUSIMHU [JIs



3aumTel oT cnama. Het CmamCeropHs! 6611 pa3paboTad TakKuM 00pa3oM, YTO OH He BIUSET Ha
IIPOU3BOAUTENIFHOCTE Balllero MOYTOBOT0 KJIMEHTA UJIX BaIlero IOCTABIIMKA YCAYT 3JIEKTPOHHOM
nouTsl. HeT CrmamCeropHsi! paGoTaeT Kak KJIMEHT U GUIIBTPYET IOUTY II0 Mepe ee mocTymnenust. O
He UCIIOJIb3yeT CUCTeMHBIe PECYPCH Bale pabouelt ctaHuu. OH He BeJeT y4eT Balllero o4YTOBOI0
TpaduKa, faxxe BpeMeHHU. OH He OTIIpaBigeT HUKAKOX MH(POPMaLUK BalleMy HHTePHET-IIPOBaliepy
¥ HUKOMY He TiepefiaeT Balll IOYTOBEIM TpahuK. SpamAssassin MOKET IT0XBACTAThCS IIPOCTHIM U
WHTYUTUBHO IOHATHHIM UHTepdelicoM. Y 9T0 caMast MpoaBUHYTas U CIIOXKHAS YaCTh IIPOTPAaMMHOI0
obecrneyenusi. OH o0beOuHsIET caMble 3GGEKTUBHBIE U NeWCTBEHHBIE TEXHOJIOTHH 3aIUTH OT CIlaMa B
OJIHOM peIlIeHUH, KOTOPOe TOYHO ONPENENseT, ABIIeTCS I IUChMO CllaMOM UM HeT. Clegyoomue
¢byskuu genaoT NoSpamToday! MOIIHEINM ¥ IPOCTOM B MCIIOJIb30BaHUU, HO 0YeHb 3()PPEKTUBHBIN
MHCTPYMEHT [JIg yIIPaBJIeHUs [IOYTOBEIM Tpa(uKOM C Ballero KoMnbioTepa: UHTEpderic KoMaHAHOU
CTPOKY OYEeHb MOIIHKIM, HO OUEHb IIPOCTOM B UCIIONL30BaHUU. OH MO3BOISIET PUILTPOBATH 10 UMEHH,
ImoMeHaM, agpecaM ¥ punbTpaM. SpamAssassin coueTaeT B cebe camble 3G GEKTUBHEIE U TTePENOBHIE
TEXHOJIOTHHU 3alUTH OT CllaMa B OOHOM PeIlleHUH, KOTOPOe TOUHO OIpefessaeT, IBISEeTCS JIX MUCbMO
CITaMOM HJIM HeT. SpamAsSsassin MHTeTPUPOBaH B Balll TOYTOBLIM KIHeHT. OH paboTaeT He3aBUCUMO
OT BallleTO ITOYTOBOTO KJIMEHTa M He 3aBUCHUT OT HaCTPOEK Balllero Io4ToBOro KianeHTa. Cuna
anTucnaMmoBux puinbTpoB NoSpamToday! 3amuiaeT Bac oT BupycoB CerofHsi HUKAKOro craMa!
aBTOMATU4YECKM CKaHUPYET BPeIOHOCHEIE BIIOXKEHUS. Kak TONMBKO MporpamMMa IMPOBEPKU Ha BUPYCH
HaXOMUT BUPYC BO BJIOKEHUHU, COOOIIIEHNE OTKIIOHSIETCS ¥ YAanseTcs. ITo OBUIO CelaHO TaKUM
0o0pa3oM, 4TO 9TO He BIUSET Ha MPOU3BOJUTEIHHOCTD Balllero MTOYTOBOI0 KIMEHTA UM BallIero
IIOYTOBOTO IIpOBalifiepa. 3aluiaeT Bac OT BpefoHOCHLIX nuceM Het CriamCerogHs! He BefleT yueT
Balllero no4toBoro Tpaduka. OH faxe He UMeeT NOCTYIIa K BallleMy II0YTOBOMY Tpaduky. Hukakoro
obMeHa uHpopMalmeit Mexny NoSpamToday! u Bail mpoBaiifiep 371eKTPOHHOM OYTHI UIIM Balll
TIOYTOBHIM KJTMEHT. Balm gaHHble 1 Ballla KOHGUAeHIHanbHOCTh Ha 100% B 6€30macHOCTH.
3awuinaeT Bac oT BUpPyCHBIX uceM Het CrmamCeropHs! aBnsieTCS MOIIHBIM pelleHrueM A1 3alluThl
0T BUpPyCcOB. OH COBMECTUM CO MHOTHMM APYTUMHU CPEOCTBaMM 3alllATH OT BUPYCOB. Kak TOIBKO OOuH
13 HUX 00HAPYXKUT BUPYC B
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Windows 7 Burpoyc Bucta Windows 2000 Windows XP Cepsep Windows 2000 Windows NT 4.0 ITAP:
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IOU3AMH: [a [IPOCTPAHCTBO: la BEYUEPMHKA: Jla CTWUJIb: a U3OBPAXKEHU: [a TU3ANH
WI'PHI: Ta UTPA:
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